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Introduction
UHMIS Vision
Individuals who are homeless will experience improved access to services and long term housing stability through enhanced data collection and service and provider collaboration.
UHMIS Mission

The Utah Homeless Management Information System will improve services by establishing and maintaining an information sharing system that supports quality programs, fosters cooperation, creates accurate information about homelessness and housing and respects the privacy rights of all participants.  The homeless data collected will provide for the management and development of effective and supportive services based on these values:

Values:


Respect

Privacy

Quality

Accuracy

Cost effectiveness

Open access to services
History
The Beginnings of HMIS

In 2001, Congress asked the U.S. Department of Housing and Urban Development (HUD) to take the lead in requiring communities to develop an unduplicated count of the homeless.
To meet this goal, HUD required federally funded public and nonprofit organizations to implement a homeless tracking system. Out of this directive came the Homeless Management Information System (HMIS), a computerized data collection application that facilitates the collection of information on homeless individuals and families using residential or other homeless assistance service agencies, and stores that data in a centralized database for analysis. Because an HMIS has the capacity to integrate data from all homeless service providers in the community and to capture basic descriptive information on every person served, it meets HUD's objectives and is a valuable resource for communities. At the national level, HMIS data can then be aggregated to provide the information necessary to establish effective national policies to address homelessness. 

One of the explicit goals of developing an HMIS is to gain a clearer understanding of the prevalence of homelessness and to track client service needs over time. Understanding the complexities of needs that people experiencing homelessness face, can help plan for a more responsive system of homeless service provision.
HMIS Planning process for Utah

In 2001, Utah Issues became the lead agency to coordinate the Salt Lake County Continuum of Care (CoC) HMIS implementation process. The following year, the Balance of State (BoS) and Mountainland CoC became part of the process.  In 2002, service providers from around the state attended an HMIS Summit to begin the planning process. A follow up summit was held in July 2002 and Julie Hovden, a leading HMIS expert, was invited to spoke to the group about her experience implementing an HMIS in Wisconsin.  At this summit several subcommittees were created to address the various aspects of the HMIS planning. 

The Vision & Mission Subcommittee adopted the Utah HMIS vision, mission, values and functions. The Business Requirements Subcommittee developed a Request for Proposal (RFP) that was distributed to 18 HUD-approved HMIS software vendors. The Ethics & Privacy Subcommittee created the Informed Consent for clients and the User Agreements for those agencies who want to share data. The Data Elements Subcommittee proposed a list of required and optional data elements that service providers will collect through the HMIS. These data elements match the proposed HUD data elements that were released through the Federal Register in July 2003. The final HUD data elements have been defined in the July 30, 2004 Federal Register.  The HMIS Steering Committee was created in 2003 and has led the planning process for Utah's HMIS. 

In the summer of 2006, the Privacy and Ethics Subcommittee was reformed to evaluate and create the UHMIS Privacy Policies.

The UHMIS project has undergone several changes over the years and currently is a very collaborative effort.  The Steering Committee is still the guiding body for the HMIS project.  The Steering Committee is comprised of members from each Continuum of Care in the state, as well as representation from a variety of participating agencies.  The Utah Department of Community and Culture  (DCC) holds the HUD contract for the primary HMIS funding source, the DCC also provides the matching dollars for this grant.  The DCC has contracted with The Salt Lake County Homeless Coordinating Council for the management of the HMIS project.  The current HMIS team consists of 2 Full time staff members.

Software selection process

In early 2003, the Steering Committee sent out a Request for Information from HUD-approved software vendors. In June 2003, an RFP was issues to eighteen software responses and on July 30, 2003, seven vendors submitted proposals to the HMIS Steering Committee. In August 2003, the Steering Committee met and narrowed the pool down to four vendors who seemed best able to meet the needs of Utah's continua. Vendors were invited to come to Salt Lake City and present their HMIS software solutions to representatives of all three continuums including service providers, caseworkers and other frontline workers, as well as Information Technology people from the state and service provider networks. 

On September 25 and 26, 2003 all four vendors came to Shriners Hospital Auditorium and presented to the assembled group for two hours each. Following the presentations, HMIS Steering Committee members organized a software user lab at the Road Home's computer lab. Service providers and IT people were invited to try out the four software programs in a hands-on environment. User lab participants were asked to complete scoring sheets on each software program. Scoring sheets were tallied and the results were reported back to the HMIS Steering Committee. 

Steering Committee members met and based on the scoring sheets completed during the presentations and user lab, they narrowed the field down to two finalists. Additional information was requested from the two remaining software vendors and based on the responses the Steering Committee selected MetSYS to become the software provider for Utah's HMIS. 

About MetSYS
MetSYS, Inc. has extensive experience in the human service field and a long commitment to a best practices approach to system development. Their corporate mission is focused on the goal of developing and supporting client and program management software. 

MetSYS develops, customizes, and supports, "off-the-shelf" software that integrates client and program management for all major areas of human services.  Software is constantly improved to meet three primary goals: 

1. Empower clients and front-line staff with the ability to access and use resources. 

2. Encourage cross-agency cooperation by electronically integrating services from diverse organizations and programs. 

3. Provide "real-time" feedback and comprehensive evaluation of outcomes resulting from the services provided by user organizations. 

These three goals are pursued within a commitment to safeguard the privacy and security of the clients and organizations we serve. 

MetSYS is a Sacramento-based firm established as a "spin-off" of Pacific Management and Research Associates (PMRA). It is focused solely on the development, support, and ongoing improvement of a product that makes electronic, multi-site client management immediately available and affordable to organizations and communities. 

PMRA was founded in 1983 to provide services to support the planning and implementation of policies for cross-agency collaboration. This mission led to a number of statewide and regional projects to develop cross-agency information systems. In the course of these projects, PMRA pioneered conceptual and technical work in "continuum of care" and "one-stop shopping" before these terms had common names. 

MetSYS was established in 1994 to deal exclusively with the development and support of an "off-the-shelf" client and service management system. Since our founding, we have produced a constant flow of upgrades for an expanding assembly of satisfied customers.

HMIS Participation

HUD encourages participation of all homeless service providers, regardless of funding source(s), except where restricted or prohibited by laws or regulation (e.g., VAWA)

HUD McKinney-Vento Act recipients are required to participate in HMIS:  If an agency receives  Emergency Shelter Grants (ESG), Supportive Housing Program (SHP), Shelter Plus Care (S+C), Single Room Occupancy (SRO) or HOPWA projects targeting homelessness, they must participate in HMIS.  In the State of Utah, an agency receiving homeless funding through the Department of Community and Culture is also required to participate in HMIS.

HUD has designated the Continuum of Care (CoC) Lead Entity/Organization (In Utah, this entity is the UHMIS Steering Committee)  is responsible for: 

· HMIS planning and software selection;

· Selection of HMIS administering agency/grantee;

· Establishing HMIS policies/protocols;

· Accurate data reporting in CoC Application; and 

· Ensuring CoC ability to contribute data to the Annual Homeless Assessment Report (AHAR).

According to HUD, The HMIS Grantee or Lead Organization (In Utah, this is the HMIS project team under the direction of the Salt Lake County Homeless Coordinating Council)  is responsible for: 

· Grant Administration requirements, as appropriate: 

· Identifying and securing match

· Approval of technical submission 

· Required HUD reporting 

· Participation in field office monitoring 

· Promoting use of HMIS through training, user meetings, one-on-one meetings with participating agencies 

· Assisting with Annual Progress Reports  

· Monitoring and promoting good data quality

· Generating data necessary for CoC application

· Producing quality AHAR data

· Working with CoC’s to provide data for the HUD Nofa Application, including

· Housing Inventory Charts

· Bed Utilization Rates

· HMIS Coverage

· Inclusion of all beds in the CoC

· Populations/Subpopulations 

· Performance measures

· Retention in Permanent Housing 

· Movement from TH to PH

· Increased Employment at Exit

Overview
The Homeless Management Information System (referred to here-in after as HMIS) was developed by HUD to provide a more uniformed and efficient system for agencies to track those that suffer with homelessness and their episodes of homelessness across the nation.

The benefits for the clients would include, but were not limited to: 

· A more streamlined intake and needs assessment process in which a historical record of services provided would be maintained to limit the number of times an individual would have to repeat their stories and reasons for homelessness to multiple service providers.

· Service providers would be able to streamline coordination and referrals for the clients to cut down on paperwork and more collaboration in efforts to serve the client.

· Agencies would have the ability to accurately track client outcomes and provide a history of each individual.

Agencies would be able to report more accurately the number of individuals served and the outcomes of their Homeless Programs that are funded with HUD money, and other funding sources.

· Providers would be able to online, real time information about the needs and services for homeless individuals.

· Providers would be able to assure confidentiality by providing information in a secured system.

· The HMIS project would be able to provide a more accurate number of individuals served by decreasing the number of duplicate client records and assessments.

· The HMIS project would also help providers track the specific outcomes of the individuals that were served.

· Streamlined reports would be able to be presented to local leaders, as well as help agencies be more efficient in reporting requirements for state and federal funding sources.

· Agencies would be able to streamline their coordination in services provided to common clients.

· The outcomes based software would make it possible for agencies to evaluate their program effectiveness.

· The HMIS Projects were set up to also provide assistance to the Continuums in several areas.

· HMIS would help streamline reporting requirements on the Continuum level.

· HMIS would help in the tracking for the Housing Inventory Charts which are a part of the annual HUD applications.

· The Continuums would be able to define and understand the extent of homelessness throughout the local areas of Utah.

Objectives

The main objectives in which the Utah HMIS Project (here in after referred to as UHMIS) are:

· Improve quality of client services

· Identify gaps in the service system

· Provide an unduplicated count of homeless men, women, and children

· Improve the availability of data to aid the State and its funding partners in making planning and funding decisions about services provided to homeless individuals.

Section 1:
Contractual Roles & Responsibilities

#01-010: Governing Board Responsibilities

	POLICY: The UHMIS Information Committee (INFO COM.) of the State Homeless Coordinating Council (SHCC) will provide governance and guidance on the UHMIS Project.  All grant applications, budgetary changes, and Operating Policy and Procedures will need to be approved by UHMIS INFO COM.  The INFO COM. will also provide oversight and guidance on the goals and activities of the UHMIS project to ensure the Continua competitiveness in the HUD CoC grant process.



Explanation:

It is mandated by HUD that all HMIS projects be overseen by Continua of Care.  As Utah has a statewide HMIS project, the three Utah Continua will provide oversight of the project’s Standard Operating Policy and Procedures, as well as the financial oversight to ensure compliance with HUD’s requirements and audit policies.  Fiscal responsibility and oversight of the UHMIS Project will be provided by the lead agency which is the Department of Community and Culture of the State of Utah.  
The INFO COM will consist of members from all three Continua of Care (CoC) that have been directed to provide oversight by HUD.  The Chairs and Co-Chairs of the INFO COM will rotate on a yearly basis at the beginning of the contract of the INFO COM.  Staff members from each Continua will support the INFO COM as directed by the Chair and Co-Chair.



Procedure:

The INFO COM. will support the overall UHMIS initiative, in particular providing direction to the State DCC on UHMIS operations.  The INFO COM. shall meet at least every other month, at which time UHMIS practices and procedures will be reviewed and discussed. Decisions that need to be presented for approval will be submitted.  The INFO COM may designate a sub-committee or task group to review and provide feedback on the UHMIS practices, policies, and procedures.

The INFO COM role is to provide guidance and oversight of the HMIS project to ensure compliance with HUD’s standards and expectations.  The INFO COM with representation from the SLC CoC, BOS CoC, MtLANDS CoC, Domestic Violence and other service providers has authority to provide oversight and changes on the selected key issues that follow:

· Determination of funding process, and the selection of other funding possibilities for the UHMIS Project.

· Determining and guiding principles that should underlie the UHMIS implementation activities of the State of Utah DCC and participation organizations and service programs.

· Setting the standards of the minimum data collection requirements for participating agencies.

· Encouraging Continuum-wide provider participation; defining participation agreements and options.

· Decisions about database management, hosting and software upgrades.

· Defining protection policies for UHMIS implementation

· Defining criteria, standards, and parameters for the usage and release of all data collected as part of the UHMIS 

· Compiling and analyzing UHMIS data with other provider and community data sources.

· Determination of project outcomes and decisions around outcome reporting.

· Dissemination of information to the State Homeless Coordinating Council, the LHCC’s and the three CoC’s.

Fiscal responsibility for the UHMIS Project will be provided by the State DCC.  

The INFO COM will provide the following in regards to fiscal oversight:

· Approval of annual budget and significant changes to budget.

· Review and approve recommendations for funding request to HUD and other funders to support the UHMIS Project.

· Provide oversight of the UHMIS Director and project staff.
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#01-020: UHMIS Management Responsibilities
	POLICY: The UHMIS Management team is in place to adequately support the operations of the UHMIS Project according to the policies and procedures outlined and described in this manual.


Explanation:

UHMIS Management team was established to carry out all HMIS focused responsibilities on behalf of the State of Utah as well as HUD for all three Continuums’.  This includes but is not limited to creating necessary management reports, conducting technical training for agencies and users, and acting as liaison between agencies and the designated software company.
Procedure:

The UHMIS Management team is responsible for the UHMIS project implementation including: 
· Oversight of project funding application process

· Analyzing and setting up agencies for the various stages of the UHMIS project implementation.

· Assisting agencies with planning and preparation for UHMIS implementation, and preparing MetSYS software for applicable data elements and creating standardized methods of tracking and reporting data on all levels.

The UHMIS Management team is also responsible for oversight of all day-to-day operations including:

· Oversight of the participating agencies adherence to the UHMIS policies and procedures as determined by the three Continua’s.

· Supervising the contractual agreement and relationship with the software provider (MetSYS).

· Managing the budget for the UHMIS Project with oversight and approval from the STATE DCC
· Quality assurance of the MetSYS application operation.
· Managing agency and user system access based on the current certifications held by each user.

· Administering any other necessary system functions

· Providing technical support, and Certification training to the users of the software in compliance with levels documented in SOP 03-020: User Access Levels

· Develop a reasonable number of reports for UHMIS users based on requests from the INFO COM, Dept. of Community and Culture, or CoC’s.

· Maintain overall UHMIS quality assurance as documented in SOP 06-020: Data Quality

· Orientation and supervision of the UHMIS technical staff to ensure appropriate program operations compliance with guiding principles and Standard Operating Procedures.

The UHMIS Management team will respect the core principles of the system by ensuring:

· All Protected Personal Information will be strictly safeguarded in accordance with all applicable Federal and State laws using the latest technology available.

· All data will be securely protected to the maximum extent possible.
· Ongoing Security assessments will be conducted on a regular basis.

The UHMIS Management team will follow through with the following outputs to ensure the effectiveness of the project.

Outputs:

· UHMIS will work with statewide homeless providers to collect homeless data for the Annual Homeless Assessment Report (AHAR)

· UHMIS will provide accurate data and report to the State Homeless Coordinating Council (SHCC), the three State Continua (CoC’s), Local Homeless Coordinating Councils (LHCC’s), and the homeless service providers.

· UHMIS will provide statewide trainings and certifications to homeless service providers.

· UHMIS will provide statewide technical assistance for MetSYS users.

· UHMIS will assist the three state continua’s to complete the Continuum of Care grant applications and submit them on time.
#01-030: Participating Agency Responsibilities
	POLICY: Homeless Provider Agencies that receive funding from the Continua, Pamela Atkinson Homeless Trust Fund, Emergency Shelter Grant, Critical Needs Housing, or Community Service Block Grants are required to track information within the designated UHMIS Software (excludes Domestic Violence Shelters).  
Agencies that are prohibited from entering information directly into the UHMIS software will be expected to provide regular aggregated data.  
The Executive Directors of every participating agency will be responsible for oversight of all agency staff members who generate or have access to client-level data stored in the system software to ensure adherence to the UHMIS standard operating procedures outlined in this manual.


Explanation:

Beginning in 2003 CoC’s and ESG grant recipients, and sub-recipients were required to participate in the local HMIS projects.  This policy is consistent with the Congressional Direction for communities to provide data to HUD on the extent and nature of homelessness.  The HMIS and its operating policies and procedures are structured to comply with the current and any forthcoming HUD Data Standards.  Recognizing that agencies may be further regulated by HIPAA and other Federal, State and local laws, the continuum may negotiate its procedures and or execute appropriate business agreements with partner agencies so they are in compliance with applicable laws.
The UHMIS Project was set up to try and capture accurate data in regards to the homeless population in the State.  In order to do this it’s mandated that the UHMIS Project staff collaborate and work with as many homeless providers as possible to get an unduplicated count of the individuals, and families that are homeless or who have experienced homelessness.  Agencies that receive funding from the state and the continuum are expected to track the clients information and services within the UHMIS software for accuracy, and to help HUD and the state gain an accurate picture of the homeless population.  Domestic Violence Shelters are not permitted by law to enter information directly into the UHMIS software, but still need to provide aggregated data to UHMIS staff so the management reports will accurately show services for the specified time periods.
Procedure:

The Executive Director of each participating agency is responsible for all activity associated with agency staff access and use of the UHMIS software.  This person is responsible for establishing and monitoring agency procedures that meet the criteria for access to the UHMIS, as detailed in the Standard Operating Procedures (SOPs) outlined in this document.  The Executive Director will be ultimately responsible for any misuse of the software system by his/her designated staff.  The Executive Director agrees to only allow access to the UHMIS based upon need.  Need exists only for those program staff, volunteers, or designated personnel who work directly with (or supervise staff who work directly with) client, and have data entry or other data related agency administrative responsibilities.
The Executive director also oversees the implementation of data security policies and standards and will:

· Assume responsibility for completeness accuracy and protection of client-level data entered into the UHMIS system.

· Establish business controls and practices to ensure organizational adherence to the UHMIS SOP’s.

· Assign an Agency Technical Administrator to manage agency-related technical tasks.

· Communicate control and protection requirements to agency staff.

· Authorize data access to agency staff and assign responsibility for custody of the data.

· Monitor compliance and periodically review control decisions.

Participation Levels
Agencies will be required to collect the universal, and x defined in SOP 03-040: Data Collection Requirements, for all programs operated by the agency that primarily serve persons who are homeless or formerly homeless, or are assisted with Homeless Prevention and Rapid Re-housing funding (HPRP). Any program that is funded through the Continuum of Care, The Pamela Atkinson Homeless Trust Fund, Critical Needs Housing, HPRP, or Community Support Block Grants will need to be tracked within the MetSYS software.  Program level data will need to be entered as follows in order to achieve the necessary levels of participation.


Minimal Participation:

· Have at least one staff that possesses each of the Certification levels outlined in SOP 01-040: User Responsibilities and Certifications. (i.e. one staff certified in Case Management, another staff certified in Program Management, and another staff certified in Director/System Administrator; OR one staff certified in all three levels)
· Maintain at least an 86% in data quality of the universal, and program data elements as defined in SOP 03-040: Data Collection Requirements.

· Attend at least 75% of update trainings; and workshops, meetings and conferences set up by the CoC’s, LHCC’s, or State Department of Community & Culture.  
Mid-Level Participation:

·  Have at least on staff that possesses each of the Certification levels outlined in SOP 01-040: User Responsibilities and Certifications. (i.e. one staff certified in Case Management, another staff certified in Program Management, and another staff certified in Director/System Administrator; OR one staff certified in all three levels)

· Maintain at least a 95% in data quality of the universal, and other data elements as defined in SOP 03-040: Data Collection Requirements.

· Attend at least 80% of update trainings; and workshops, meetings and conferences set up by the CoC’s, LHCC’s, or State Department of Community & Culture.  
Complete Participation:

· Have at least on staff that possesses each of the Certification levels outlined in SOP 01-040: User Responsibilities and Certifications. (i.e. one staff certified in Case Management, another staff certified in Program Management, and another staff certified in Director/System Administrator; OR one staff certified in all three levels)

· Maintain at least an 100% in data quality of the universal, and other data elements as defined in SOP 03-040: Data Collection Requirements.

· Attend at least 85% of update trainings; and workshops, meetings and conferences set up by the CoC’s, LHCC’s, or State Department of Community & Culture.  

Voluntary Participation & Participation Levels
While funded agencies are only required to meet minimum participation standards, the City and Continuum will strongly encourage funded agencies to fully participate with all of their homeless programs.  While neither the Continuum nor UHMIS Managing Agency can require non-funded providers to participate in the UHMIS project, they will also work closely with non-funded agencies to articulate the benefits of the HMIS and to strongly encourage their participation in order to achieve a comprehensive and accurate understanding of homelessness in Utah.

#01-040: UHMIS User Responsibilities
	POLICY:  Each UHMIS User has their own unique username and password.  This is how the information they enter is tracked within the software.  Each user is responsible for all activities that are logged under their username with in the UHMIS system.  In order for an individual to obtain access to the UHMIS system, they must be certified on at least a case management level within the UHMIS training and certification program.  


Explanation:

UHMIS has developed a training and certification program which ensures that all users have a basic knowledge of MetSYS software.  The minimum certification is the case management level, which provides a certain amount of access to protected personal information of clients served by their agency.  The basic certification provides training on the required privacy, and data quality standards set forth by HUD and the State.
Procedure:
The level of access a user will have to the UHMIS system will depend on the level of certification and training they’ve received.  There are three main levels of certification that are available to users on a participating agency level.  These certifications are:

· Case Management

· Program Management

· Director/System Management

It is the Director’s of the participating agency to identify the level of access in which their users should have.  There are several levels of access to MetSYS.  These levels should be reflective of the certification level a users has, and access the user has to client level paper records.  The users direct interaction with clients and their data entry responsibilities should also be a determining factor.  Access levels are described in the table below. 

Certification Level Definitions
	Certification Levels
	Topics Covered

	Case Management
	· Privacy & Ethics

· Data Security

· Minimal Data Quality- Fields of importance

· Client Intake
· Self- Sufficiency Matrix (SSM)

· HUD- Application requirements for intake and exit information.

	Program Management
	· Client Management Certification Pre-Requisite
· Program Management feature:
· APR reconciliation/audit reports

· HUD and State Standards

· Data quality reports/audit tools

· Participation Requirements (data quality)

· AHAR

· AHAR audit reports

· Bed utilization tool

	Agency Administrator
	· Client Management and Program Management Certification Pre-Requisite
· Using HMIS Data Locally

· LHCC Reports- templates

· SHCC Reports

· UHMS Standard Operating Procedure overview and responsibility

· Participation requirements

· Participation levels

· Program Management Tool – Institution Level oversight

· Staff organization tool

· Case Load tool

· Services tool- modification, addition, etc.


Section 2:
Agency Implementation
#02-010: Initial Participation Requirements
	POLICY: Agency must meet all initial participation requirements in order to receive access to the UHMIS.


Explanation:

Agencies that participate must meet the requirements in order to have online access to the MetSYS software.  It also allows for timelier data entry.
Procedure:

Agencies that are required to participate must meet with an UHMIS staff member to outline necessary programs and services that need to be tracked and reported on.  A completed Agency HMIS Implementation Checklist must be present in the UHMIS Management Agency file prior to UHMIS access.

Partner Agreement: An authorized Agency representative (usually the Executive Director) is required to execute a Partner Agreement stating his/her commitment to uphold the standard operating policies and procedures for effective use of the system and proper collaboration with UHMIS.  An executed Partner Agency Agreement must be present in the UHMIS Management Agency file prior to UHMIS access.

Information Security Protocol: Documentation and dissemination plan as well as a copy of the UHMIS Standard Operating Policies and Procedures must be on site.
Documentation: All documentation on agency and program information must be submitted via Agency Set-Up Form to ensure that complete and accurate Partner Agency is set up accurately in the UHMIS software.  Copies of all required forms need to be kept at the agency.  This includes Partner Agency Agreement, all user agreements for staff, and the Agency Set-Up Form.
Agency Administrator: One key staff person must be designated to serve as the Agency Administrator in regards to the UHMIS Project.  The Agency Administrator must be formally identified and attend Agency Administrator Training prior to UHMIS access.

Site Hardware & Connectivity Requirement:  Any computer interfacing with the UHMIS must meet the minimum hardware and recommended connectivity requirements indicated in SOP 02-010: UHMIS Agency Hardware and Connectivity Requirements.  Partner Agencies that are funded by the City or Continuum to provide homeless services will be allowed to submit budget revisions to cover costs of equipment and connectivity required for participation in the UHMIS.  All hardware and connectivity must be verified by the UHMIS management team prior to UHMIS access.

· Each Partner Agency will be assigned a specified number of user licenses that will be fully subsidized by the City as part of the UHMIS initiative.  Agencies can purchase additional user licenses for a fee.  The UHMIS Management will publish an annual UHMIS Fee Schedule detailing all UHMIS costs.

· The Continuum will subsidize overhead training and technical support costs associated with UHMIS policy and software training, such as staff, location, curriculum development, and web-enabled technical support materials.  Starting in 2010, agencies may be asked to pay a training fee per user/agency to cover consumable training expenses, such as printed materials and possible travel reimbursement for UHMIS Project staff if specialized training is requested.

· Ultimately, each Partner Agency is liable for individual agency costs associated equipment purchase, equipment maintenance, internet connectivity, and UHMIS-related personnel expenses.  
Data Migration:  All data that will be migrated from a Direct Partner Agency’s existing database to the UHMIS must be cleaned, updated, and formatted according to UHMIS data specifications prior to migration. The specific conversion process must be individually discussed with the UHMIS Management team.

Security:  At a minimum, the Direct Partner Agency must develop rules, protocols or procedures that are consistent with Section 4: Security Policies and Procedures to address the following:
· Assignment of user accounts
· User Account Sharing
· Unattended workstations
· Physical access to workstations
· Storage and access to Client Paper Records
· Client Record Disclosure
· Report Generation, Disclosure and Storage
· Proper Cleansing prior to transfer or disposal of Equipment
Specifications of Equipment and Workstations:
Workstation Specifications:

Computers interfacing with UHMIS must meet the minimum desktop specifications below:

· Operating System: Windows 2000 Pro with Service Pack 4 or Windows XP
· Processor: 133 Mhz Pentium processor or higher
· Memory: 256mb RAM
· Video:
 Color monitor (17” Recommended) with graphics card that supports 1024 x 768-display resolution, 256 Colors or better.
· Web Browser: MS Internet Explorer 5.5, Service Pack 2 / MS Internet Explorer 6.0 / or MS Internet Explorer 6.01, Service Pack 1
Internet Specifications:

Agencies directly entering data must have internet connectivity for each workstation that will be accessing the UHMIS.  To optimize performance, all agencies are encouraged to secure a high speed internet connection with a cable modem or DSL/ISDN.  Agencies with very low expected volume may be able to connect using a dial-up connection; however, the UHMIS management cannot guarantee satisfactory performance with this option.

Security Specifications:

All workstations accessing the UHMIS must have:

· Adequate firewall protection and apply all critical updates.
· Virus protection software.  Virus definitions must be updated at least every two weeks
#02-020: New User Implementation
	POLICY: All UHMIS Management and Partner Agency users who require legitimate access to the software system will be granted such access upon completion of required training certification, and execution of an UHMIS User Agreement.


Explanation:

In order to provide adequate working knowledge of the UHMIS Project and the software it utilizes, all users are required to complete training and obtain a certification before receiving a unique username and password.  Certifications allow for each person to be aware of the expectations and regulations for participating in the UHMIS Project.
Procedure:

Each user will have to obtain a minimum certification of Case Management in order to obtain a unique username and password.  The basic knowledge base required for this certification is outlined in SOP 01-040: User Responsibilities, along with the other certifications necessary.
Each agency must have at minimum one user who is certified in each of the certification levels.  One person may obtain all three levels of certification and be the main contact for the UHMIS Project within the agency; or an agency can have several individuals that certified on multiple levels. (i.e. One person certified as agency administrator, another certified as the program manager, and numerous staff certified as case manager).

Each individual is required to renew their certification on an annual basis as there are upgrades within the software, or new standards set by HUD and the State in data requirements.  For this purpose the certification trainings will be available on a regular basis so that all users have access to the most up-to-date requirements and upgrades.

Any user in MetSYS needs to also fill out and sign an End-User Agreement (attachment 8-B).  UHMIS staff must have a hard copy of this form signed by both the User and the Agency Administrator before a access is given.
Section 3:
Operational Policies & Procedures
#03-010: Agency Set Up Procedure
	POLICY: Agencies that participate in the UHMIS Project must complete an Agency Set-up Form, a Agency Participation Agreement, and meet with the UHMIS Director.   


Explanation:

The outlined forms help the UHMIS team accurately set up agencies profiles within the MetSYS system.  This will insure that agencies are tracking necessary services that are HUD and State funded, and streamline the process in which the APR for those programs are run.  It will also ensure that the data quality is being tracked appropriately.  
Procedure
HUD requires that any agency that receives CoC funding utilize the HMIS system.  The agencies will be required to submit electronic copies of their APR via the UHMIS software.  Because of this new standard, UHMIS will work closely to ensure all necessary services are tracked appropriately in the software so the APR reports populate and accurately reflect the services provided to clients.  To do this the agency will need to follow these steps.
Agency Set-Up Form:  This form can be found as Attachment 8-D in this manual.  This is a form that will need to be filled out, and signed by the Agency Administrator.  It is designed to outline all the necessary services that are to be tracked within the UHMIS software as well as identify the funding sources in which services need to be linked to in order to populate an APR.
Agency Participation Agreement:  This form can be found as Attachment 8-A in this manual.  The following outlines the expectations of any UHMIS partnering agency:
I. Confidentiality

A. The Agency shall uphold relevant federal and state confidentiality regulations and laws that protect Client records and the Agency shall only release client records with written consent by the client, unless otherwise provided for in the regulations.
1. For agencies subject to 42 CFR: the Agency shall abide by federal confidentiality regulations as contained In the Code of Federal Regulations, 42 CFR Part 2 regarding disclosure of alcohol and/or drug abuse records.  In general terms, the federal rules prohibit the disclosure of alcohol and/or drug abuse records unless disclosure is expressly permitted by written consent of the person to whom it pertains or as otherwise permitted by 42 CFR Part 2.  A general authorization for the release of medical or other information is not sufficient for this purpose.  The Agency understands the federal rules restrict any use of the information to criminally investigate or prosecute any alcohol or drug abuse patients.
2. An Agency bound by 42 CFR or which elects to implement similar confidentiality standards agrees to develop and implement appropriate procedures and authorizations for release of information.
3. The Agency shall provide a verbal explanation of the UHMIS database and the terms of consent and shall make a reasonable attempt for the qualified interpreter or translator in the event that an individual is not literate in English or has difficulty understanding the consent form.  Forms will be made available in Spanish.
B. The Agency shall solicit consent from Clients to share their information across the UHMIS database.  The Agency agrees not to release any confidential information received from the UHMIS database to any organization or individual without proper Client Consent.
C. The Agency shall ensure that all staff, volunteers and other persons issued a User ID and password for the UHMIS receives certification training provided by the UHMIS team.
D. The Agency understands the file server, which will contain all Client information, including encrypted identifying Client information, will be located in Sacramento, California near MetSYS, Inc.’s corporate offices.  Extensive security measures taken by MetSYS are:
1. The facility in which the servers are located are under 24 hour surveillance. 
2. Access to the servers is by hand print identification only.
E. Partner Agencies are bound by all restrictions placed upon the data by the client of any Partner Agency.  The Agency shall diligently record all restrictions requested.  The Agency shall not knowingly enter false or misleading data under any circumstances.
F. If this agreement is terminated, the SLCHCC’s UHMIS Project and remaining Partner Agencies shall maintain their right to the use of all Client data previously entered by the terminating Partner Agency; this use is subject to any restrictions requested by the client.

G. The Agency will utilize the CLIENT DATA SHARING CONSENT FORM (Attachment 9-G) for UHMIS network sharing, as developed in conjunction and coordination with Partner Agencies, for all clients providing information for the UHMIS database.  The Client Data Sharing Consent form, once signed by the client, authorizes Client data to be shared with UHMIS Partner Agencies.
1. The Agency shall maintain appropriate documentation of Client consent, including but not limited to the Client Data Sharing Consent Form in the UHMIS database.

2. The Agency shall keep signed copies of the Client Data  Sharing Consent Form, and other client consent forms for the UHMIS for a period of seven years.

H. If a Client withdraws consent for release of information, the Agency remains responsible to ensure that the Client’s information is unavailable to all other Partner Agencies.

1. If Agency is unsure on how to do this, they must contact UHMIS staff to inform them of the clients request and ensure that sharing rights are revoked for that client.

I. The SLCHCC’s UHMIS Project does not require or imply that services must be contingent upon a Client’s participation in the UHMIS database.  Services should be provided by the Clients regardless of UHMIS participation provided the Clients would otherwise be eligible for the services.

II. Data Entry and Use
A. The Agency shall follow, comply with and enforce the End-User Agreement & UHMIS Standard Operating Policies and Procedures within the Agency.  Modification to the User Policy and Standard Operating Policies and Procedures shall be made by the UHMIS Staff with input from the UHMIS Information Committee and approved by the three state Continuua’s.  This will be done on an as needed basis for the purpose of the smooth and efficient operation of the UHMIS system.  The UHMIS Project through the SLCHCC will announce approved modifications in a timely manner.
1. The Agency shall only enter or upload individuals in the UHMIS database that exist as clients under the Agency’s jurisdiction.  The Agency shall not misrepresent its Client base in the UHMIS database by entering known inaccurate information.

2. The Agency shall use Client information in the UHMIS database, as probided to the Agency staff or Partner Agencies, to assist the Agency in providing adequate and appropriate services to the Client.

B. The Agency shall consistently enter or upload information into the UHMIS database with 5 working days of seeing the client.  This is to ensure that accurate and timely data is being reported to Local, State, and Federal government entities.  Data should be entered or uploaded within 24 hours where possible.
C. The Agency shall utilize the UHMIS database for business purposes only.
D. The UHMIS team will provide initial training and certification (including confidentiality training) and periodic updates to Agency staff on the use of UHMIS software.

1. Agency staff will attend all pertinent meetings with the UHMIS team and the STATE DCC as required.

2. The Agencies Program Manager should hold regular user meetings and report all pertinent information (i.e. software issues, trouble with entering or placing client, etc.) to the UHMIS Help desk.

E. The UHMIS tram will provide general technical assistance via a Help Desk and periodic site visits as deemed appropriate for the purpose of troubleshooting and report generation.

F. The transmission of material in violation of any federal or state regulations is prohibited.  This includes, but is not limited to, copyright material, material legally judged to be threatening or obscene, and material considered protected by trade secret.
G. The Agency shall not use the UHMIS database with intent to defraud federal, state or local governments, individuals or entities, or to conduct any illegal activity.

H. The Agency staff should fully inform clients about the limits of confidentiality in a given situation, the purposes for which the information was obtained, and how it may be used, per appropriate State and Federal guidelines.
I. When providing a client with access to his/her UHMIS records, the Agency staff should provide either a screen visual without allowing direct access to input devices or a hard copy printout.  Appropriate measures should be taken to protect the confidentiality of all other records.
J. The Agency staff should afford clients reasonable access to any UHMIS records concerning them, in accordance with Agency internal policies and procedures.

III. Reports

A. The Agency shall retain ownership of identifying and statistical data on the Clients it serves.

B. The Agency’s access to data on Clients it does not serve shall be limited to non-identifying and statistical data without written consent.

C. The Agency may make aggregate data available to other entities for funding or planning purposes pertaining to providing services to homeless person or persons at risk of homelessness, in accordance with the UHMIS procedures on data use and release.  However, such aggregate data shell not directly identify individual clients.
D. The STATE DCC will use only unidentified, aggregate UHMIS data for homelessness related policy and planning decisions, in preparing federal, state or local applications for homelessness and housing funding, to demonstrate the need for and effectiveness of programs and to obtain a system-wide view of program utilization in the state.
E. The UHMIS staff may need to view data on occasion for quality assurance purposes.  The UHMIS staff will follow all guidelines and restrictions on data.  
IV. Proprietary Rights of UHMIS

A. The Agency shall not give or share assigned user identification and passwords access codes of the UHMIS database with any other Agency, business, or individual.

B. The Agency shall not intentionally cause in any manner, or way corruption of the UHMIS database in any manner.

V. Hold Harmless

The SLCHCC, Inc and the UHMIS Project makes no warranties, expressed or implied.  The Agency, at all times, will indemnify and hold the STATE DCC harmless from any damages, liabilities, claims, and expenses that may be claimed against the Agency; or for injuries or damages to the Agency or another party arising from participation in UHMIS; or arising from any acts, omissions neglect, or fault of the Agency or its agents, employees, licensees, or clients; or arising from the Agency’s failure to comply with laws, statutes, ordinances, or regulations applicable to it or the conduct of its business.  This Agency will also hold the SLCHSS, Inc. harmless for negative repercussions resulting in the loss of data due to delays, non-deliveries, mis-deliveries, or service interruption caused by the Agency’s or another Participant Agency’s negligence or errors or omissions, as well as natural disasters, technological difficulties, an/or acts of God.  The STATE DCC shall not be liable to the Agency for damages, losses, or injuries to the Agency or another party other than if such is the result of the gross negligence or willful misconduct of the STATE DCC
VI. Terms & Conditions

A. The Agency will be subject to pay fees for specialized training request.  UHMIS will provide training for initial certification levels, and renewals.  UHMIS will also provide any necessary training to Agencies that provides updates on any new standards set by HUD or the State.  Any additional, or specialized training requested by the Agency will be billed at a rate of $25.00 per hour per participant.  (i.e. agency wants a specialized training for three staff members and the training takes two hours.  The Agency would be billed $150.00)

B. The Agency recognizes the UHMIS Information Committee to be the discussion center regarding UHMIS, including UHMIS process updates, policy and practice guidelines, data analysis, and software/hardware upgrades.  The Agency may designate an assigned UHMIS user within their agency to attend the Information Committee meetings regularly, and understands that the Committee will continue to be responsible for coordinating the UHMIS activities.

C. The Agency understands that periodic updates and/or changes to data requirements may occur based on HUD mandate, State mandate, or by the Continuum of Care.  The UHMIS System Administrator (UHMIS Director) will provide due notification before such changes take effect.

D. Neither the STATE DCC nor the Agency shall transfer or assign any rights or obligations without the written consent of the other party.

#03-020: User Access Levels
	POLICY: Each UHMIS user must be assigned a designated user access level that controls the level of access the individual has within the system.


Explanation:

Users must obtain certification before gaining access to the system.  Each individual will have access to the outlined areas based on their certification.
Procedure:

The chart below outlines the levels of access each user would have depending on their level of certification.

User Level Access
	Certification Levels
	Access within MetSYS
	Definition

	Case Management
	· Client Management 

· Program Management/Client Reports
	Case Management level allows you to: 

· Conduct a client intake

· Place an individual in a services

· Exit a client from the services 

· Track income sources

· Complete an SSM 

· Print Case notes and other client specific information directly from the system

	Program Management
	· Client Management

· Program Management/Services and Agency Reports
	Program Management level allows you to:

· Case Management level

· Program Management- pull audit reports for data quality.

· Monitor attendance of programs and services

· Pull agency reports.

	Agency Administrator
	· Client Management

· Program Management/ Services, Agency Reports, Institution Oversight.
	Agency Administrator level allows you to:

· Case Management Level

· Program Management Level

· Monitor staff, and case load status.

· Pull agency reports

· Oversee institution programs, services, participants and pull necessary reports.


#03-030: Client Notification, Privacy & Consent Procedure
	POLICY: Agencies must post the UHMIS “Privacy Notice” in the Lobby/Reception Area of the agency so that clients may be aware of the gathering and purpose of use of their Protected Personal Information (PPI).  Agencies will inform clients that they will be obtaining their information into the UHMIS System.  The Agency’s intake worker or case manager will explain to them that any information they provide is subject to be tracked within the UHMIS software, and it will not be shared with any other agency without a written consent from the client.  If the Agency does share client information with other agencies, a signed copy of the “Client Release Form” will need to be on file and the other agencies in which the clients information will be shared with.


Explanation:

The foundation for the UHMIS Privacy & Consent Policy is twofold:
1. A clear and principled commitment to “do no harm” to any individual, agency, or community in the implementation of UHMIS, along with an acknowledgement that good data collection and analysis are critical components of efforts to serve homeless individuals and families well, and to reduce homelessness in Utah.

2. The baseline standards for Homeless Management Information Systems issued by the U.S. Department of Housing and Urban Development, and the desire for this privacy and any related procedures and practices to be consistent with HUD standard, insofar as they’re compatible with the UHMIS Ethical Considerations. (See 69 Federal Register 45888, July 2004 for additional information.)

While the UHMIS Privacy & Consent Policy seeks to respect and balance the legitimate interests of all parties involved in the implementation of UHMIS, particular attention has been given to protecting the interests of homeless individuals and families, who may be less able to advocate for their own interests. 
Procedure:

Scope and Covered Entities
1. The UHMIS Privacy & Consent Policy covers the purpose and methods of collection, use, disclosure, sharing, inspection, correction, quality, and retention of Protected Personal Information (PPI) gathered by, stored, or accessible to UHMIS employees, UHMIS contractors and software vendors, and public and nonprofit agencies participating in UMIS [collectively and individually, “UHMIS Participating Agencies”].  UHMIS participating agencies that provide direct services to homeless individuals and families will also be referred to as “UHMIS Service Providers”.  All PPI that UHMIS Participating Agencies collect, process, maintain, and access for UHMIS are covered by this policy unless such information is covered more strictly by HIPPA or other federal statute, in which case that stricter, more protective statutory requirements will apply.
2. All information about an individual entered into UHMIS is PPI.  PPI is any information a UHMIS participating agency collects, processes, and maintains about a program participant that:
a. Allows identification of an individual directly or indirectly;
b. Can be manipulated by a reasonably foreseeable method to identify a specific individual; or
c. Can be linked with other available information to identify a specific individual.  Whenever this policy refers to personal information, it means PPI.
3. Each UHMIS participating agency will be expected to sign and comply with this privacy policy as a condition for participation in UHMIS.  Since an agency’s own privacy policies may offer greater protection and consideration to vulnerable individuals and families, the policy offering greater protection will apply when the policies disagree.
4. UHMIS participating agencies understand that some individuals may be concerned about the use of their personal information; therefore, UHMIS participating agencies will provide a written copy of this privacy policy as well as full explanation of its meaning to individual who asks.
5. The UHMIS Privacy & Consent Policy will be posted on the UHMIS website at  www.uhmis.org, and each UHMIS Participating agency is encouraged to post the policy on its own website.
Purpose and Method for Collecting Protected Personal Information

1. UHMIS participating agencies collect personal information only as necessary to provide services, for other specific purposes of the organization, or when required by law.  UHMIS participating agencies may collect information for these purposes:

a. To provide or coordinate services to program participants.

b. To locate other programs that may be able to assist program participants.

c. For functions related to payment or reimbursement from others for services that UHMIS participating agencies provide.

d. To create the most accurate and truthful de-identified data:

1) To comply with local, state and federal government reporting obligations.

2) To provide the community and funders with the most accurate information available in a timely manner.

3) To provide the community with an overall view of agency services

4) To improve services offered in an agency.

5) For agency operations involving legal and financial oversight, personnel, fund raising and other essential functions.

6) For research and statistical purposes.

e. When required by law.

2. UHMIS participating agencies will only use lawful and fair means to collect personal information.
3. UHMIS participating agencies will only collect personal information with the knowledge or consent of program participants.  UHMIS participating agencies fully respect each individual’s right to privacy, confidentiality, and safety; therefore, if a participant seeks assistance and provides personal information, UHMIS participating agencies will use it only for the purposes outlined in this policy.

4. Information gathered from other sources that sintered into the UHMIS system is also protected by this policy.

5. UHMIS participating agencies must post a sign at each intake desk explaining the reasons that UHMIS participating agencies ask for personal information, then distribute a “Privacy Notice” (see Attachment 9-F) with consent forms (see Attachments 9-G & 9-H) to each program participant.  The sign will read as follow:

We collect personal information directly from you for reasons that are discussed in the UHMIS Privacy Policy.  We may be required to collect some personal information by law or by organizations that give us money to operate this program.  Other personal information we collect is important to operate our programs, to improve services for homeless individuals and families, and to better understand the needs of homeless individuals and families. 
We only collect information that we consider necessary, and we will share personal information with other agencies only with your written consent.  If you have any questions about the use of your personal information or are concerned about your privacy or safety, please share your questions or concerns with staff.  You may also ask for a copy and/or an explanation of the privacy policy.

If you decide that you don’t want to share your personal information with other agencies for privacy reasons or for fear of you personal safety, the services you seek will not be denied or limited.
Use, Disclosure, & Sharing of Protected Personal Information

1. A UHMIS Service Provider may only disclose protected personal information as de-identified, aggregate data except as described below, or where legally and medically authorized, or for reasons specifically authorized by the participant.  Other UHMIS participating agencies, including UHMIS personnel, are prohibited from sharing any protected personal information that is not de-identified, aggregate data inside or outside the UHMIS system.

2. A UHMIS Service Provider may disclose protected personal information about an individual participating in its own programs in the following circumstances:

a. When required by law to the extent that use or disclosure complies with and is limited to the requirements of the law.

b. To report about a child or vulnerable adult whom it reasonably believes to be a victim of abuse or neglect.
c. To create unduplicated data within the UHMIS system
d. To avert a serious threat to health or safety if:
i. The service provider believes that the use or disclosure is necessary to prevent or lessen a serious and imminent threat to the health or safety of an individual or the public

ii. The use or disclosure is made to a person reasonably able to prevent or lessen the threat, including the target of the threat.

e. To a law enforcement official for a law enforcement purpose (if consistent with applicable law and standards of ethical conduct):

i. In response to a lawful court order, court-ordered warrant, subpoena or summons issued by a judicial officer, or a grand jury subpoena, unless otherwise restricted by law.

ii. If the service provider believes in good faith that the protected personal information constitutes evidence of criminal conduct that occurred on its premises.
f. When required for payment or reimbursement for services.  Information disclosed under (f) is to be used only for payment or reimbursement for services, and remains protected by this policy.

3. A UHMIS Participating Agency, excluding software vendors, may use de-identified personal information about an individual program participant for the following purposes:

a. For research and statistical purposes.

b. For oversight and compliance with government reporting obligations and requirements related to the HMIS.

c. For analysis with the intent of demonstration outcomes, and improving benefits and services.

d. To provide the community and funders with a clear and accurate accounting of services to program participants.

e. For agency operations involving legal and financial oversight, personnel fund raising, and other essential functions.

4. A Program Participant may allow PPI to be shared with other agencies by completing and signing a “Release of Information” form or a “Client Data Sharing Consent Form” (see Attachment 9-G).  The form should specify to whom PPI may be released, for what purposes, and for what length of time.  An individual will not be denied service or offered limited services as a result of refusing to share protected personal information.

Inspection & Correction of Protected Personal Information

1. Program participants may request to inspect their protected personal information at the UHMIS service provider where the data were first entered.  The service provider will respond in a timely way, and offer to explain any information that a participant may not understand.  
2. To inspect, or ask for a correction of, protected personal information, the participant should submit a written request, with proof of identification, to the service provider where the data were first entered.
3. A UHMIS service provider will consider a request from a program participant to correct inaccurate or incomplete protected personal information that the service provider maintains about the participant.  If the service provider agrees that the information is inaccurate or incomplete, it may delete it or choose to mark it as inaccurate or incomplete and to supplement it with additional information.  If the service provider agrees to alter protected personal information, it will make a reasonable effort to contact the participant with information about the changes made.
4. A UHMIS service provider may deny a program participant’s request for inspection and/or correction of protected personal information for reasons that may include the following:
a. There is reasonable anticipation that the information collected will be, or is being used for, litigation or comparable legal proceedings.
b. The requested information involves someone other than the program participant.
c. Disclosure of the information would be reasonably likely to endanger the life or physical safety of any individual.
5. If a UHMIS service provider denies a request for access or correction, it will explain the reason for the denial, in writing, and explain its agency’s process for appeal.  The service provider will also include, as part of the personal information that the service provider maintains, documentation of the request and the reason for the denial.
6. A UHMIS service provider may reject repeated or harassing requests for access or correction.
Data Quality, Security, & Retention

1. To the extent necessary for purposes listed in Section C of this policy, a UHMIS participating agency will seek to maintain protected personal information that is accurate, complete, and timely.
2. Protected personal information will be stored and secured in accordance with HUD technical standards (69 Federal Register 45888, July 30, 2004).  The privacy, confidentiality, and safety of program participants are paramount.
3. Protected personal information not in current use seven years after the information was created or last changed will be securely disposed of according to HUD technical standards (69 Federal Register 45888, July 30, 2004); however, UHMIS participating agencies may choose to keep de-identified information in the form of statistics.  Agencies are expected to dispose of data in a way that continues to protect the privacy and confidentiality of program participants, and accords with HUD technical standards for secure data disposal (69 Federal Register 45888, July 30, 2004).   
4. UHMIS participating agencies may keep information for a longer period if required to do so by statute, regulation, contract, or other requirement; however, such data will remain subject to the UHMIS Privacy Policy.
Compliance & Accountability
1. As a condition for participation in UHMIS, each participating agency, through its executive, will be required to sign an acknowledgement stating that it has received, read, and understood its obligation to comply with the UHMIS Privacy Policy.  Further, each agency will agree to communicate the UHMIS Privacy Policy to its staff, and to require all staff members, and any other person authorized by the agency to collect, process, maintain, or access protected personal information, to sign an acknowledgement stating that they have received, read, and understood their obligation to comply with the policy.
2. A UHMIS participating agency will respond to questions, complaints, and/or concerns about its compliance with the UHMIS Privacy Policy within 30 days of receiving the questions, complaints, and/or concerns.  If the matter cannot be resolved at the agency level, according to its own standard procedures or complaint resolution process, it should be forwarded to the UHMIS Information Committee for their consideration and resolution.
3. If a UHMIS Participating Agency wants to utilize their own Consent forms or Release forms regarding information that is captured within the MetSYS software, it must be approved by the UHMIS Information Committee and the Continuums.
Review & Revisions

1. The UHMIS Information Committee will review this policy periodically after its initial approval, and revise as necessary.
2. The UHMIS Information Committee may revise this policy at any time, and changes may affect the disclosure of personal protected information.  It is the policy of UHMIS that such changes will not be retroactive.  Participating agencies will be notified and revisions will be posted on the UHMIS website at least 30 days before the changes take effect.
#03-040: Data Collection Requirements
	POLICY: All UHMIS Participating Agencies are required to collect specific data fields as defined by HUD and the State of Utah.  Agencies must maintain 85% data quality on the required fields in order to maintain their participation status for funding prioritization.  Agencies are also required to complete Self Sufficiency Matrices assessments for program participants that receive case manager services.  Agencies are also required to run and reconcile monthly AHAR, and APR audit reports.


Explanation:

The purpose of collecting data within the certain data quality percentage is to ensure that the information regarding the Homeless population within the state is accurately represented on a national, state, and local level.  It will also provide the UHMIS Information Committee, the Continuum’s and State Government quality data that will help in the analysis of the effectiveness of programs throughout the state. 
Procedure:
The Partner Agency is responsible for ensuring that a minimum set of data elements will be collected from all clients.  Direct Partner Agencies must enter data into the UHMIS within seven days of collecting the information.  Interface Partner Agencies must ensure that the information is captured within seven days in an information system that can generate the information in the prescribed format.  Anonymous Data Submittal Partner Agencies must ensure that the information is captured within a timely fashion using a methodology that can generate the information in the prescribed format.  
The Agencies administrators will be able to run their data quality reports at any time by accessing the report through the Program Management tool within the MetSYS software.  When running the (  ) report, you’ll be able to select certain parameters in which the information will be pulled.  The report will list the client names and whether or not the key data fields have been completed.  It will also provide you with a summary sheet that gives an overall percentage of your agencies data quality in each field.  Data Quality must be at 85% or higher for any participating agency.  The fields that are going to be monitored for data quality are listed on the following tables.
Universal Data Elements Collection Requirements
	Data Elements
	Program Applicability
	Subjects
	When Collected

	
	
	All Clients
	All Adults
	All Adults/Unac. Youth
	Initial Program Entry
	Every Program Entry
	Every Program Exit

	1. Name*
	All CoC Prog.
	X
	
	
	X
	
	

	2. Soc. Security Number*
	All CoC Prog.
	X
	
	
	X
	
	

	3. Date of Birth*
	All CoC Prog.
	X
	
	
	X
	
	

	4. Race*
	All CoC Prog.
	X
	
	
	X
	
	

	5. Ethnicity*
	All CoC Prog.
	X
	
	
	X
	
	

	6. Gender*
	All CoC Prog.
	X
	
	
	X
	
	

	7. Veteran Status
	All CoC Prog.
	
	X
	
	
	X
	

	8. Disabling Condition
	All CoC Prog.
	X
	
	
	
	X
	

	9. Residence Prior to Prog. Entry
	All CoC Prog.
	
	
	X
	
	X
	

	10. Zip code of Last Perm. Address
	All CoC Prog.
	
	
	X
	
	X
	

	11. Homeless Status
	All CoC Prog.
	X
	
	
	
	X
	X

	12. Program Entry Date
	All CoC Prog.
	X
	
	
	
	X
	

	13. Program Exit Date
	All CoC Prog.
	X
	
	
	
	
	X

	14. Personal ID # (automated)
	All CoC Prog.
	
	
	
	
	
	

	15. Household ID # (automated)
	All CoC Prog.
	
	
	
	
	
	

	*  Note that one or more of these personal identifiers may need to be asked on subsequent visits to find and retrieve the client’s record.  However, this information only needs to be recorded in HMIS on an initial program entry.


Program Data Elements Collection Requirements
	Data Elements
	Program Applicability
	SUBJECT
	WHEN COLLECTED

	
	
	All Clients
	Initial Ass./Intake
	Every 3mths.**
	Once Annually***
	Every Exit
	Every Contact
	Each inst. of Financial assistance

	1. Income & Source
	CoC/HUD Comp. Prog.
HPRP Programs

HOPWA Homeless Prog.
	X
	X
	
	X
	X
	
	

	2. Non-Cash Benefits
	CoC/HUD Comp. Prog.

HPRP Programs

HOPWA Homeless Prog.
	X
	X
	
	X
	X
	
	

	3. Physical Disability
	CoC/HUD Comp. Prog.

HOPWA Homeless Prog.
	X
	X
	
	X
	X
	
	

	4. Developmental Disability
	CoC/HUD Comp. Prog.

HOPWA Homeless Prog.
	X
	X
	
	X
	X
	
	

	5. Chronic Health Condition
	CoC/HUD Comp. Prog.

HOPWA Homeless Prog.
	X
	X
	
	X
	X
	
	

	6. HIV/AIDS
	CoC/HUD Comp. Prog.

HOPWA Homeless Prog.
	X
	X
	
	X
	X
	
	

	7. Mental Health
	CoC/HUD Comp. Prog.

HOPWA Homeless Prog.
	X
	X
	
	X
	X
	
	

	8. Substance Abuse
	CoC/HUD Comp. Prog.

HOPWA Homeless Prog.
	X
	X
	
	X
	X
	
	

	9. Domestic Violence
	CoC/HUD Comp. Prog.

HOPWA Homeless Prog.
	X
	X
	
	
	
	
	

	10. Destination
	CoC/HUD Comp. Prog.

HOPWA Homeless Prog.
	X
	X
	
	X
	
	
	

	11. Date of Contact
	CoC HUD Street Outreach Programs
	X
	X
	
	X
	X
	
	

	12. Date of Engagement
	CoC HUD Street Outreach Programs
	X
	X
	
	
	
	
	

	13. Financial Assistance Provided
	HPRP Programs
	X
	
	X
	
	
	
	X

	14. Housing Relocation& Stabiliation Serv. Provided
	HPRP Programs
	X
	
	X
	
	X
	
	

	CoC/HUD Competitive programs include the Supportive Housing Program (SHP), Shelter Plus Care, and Section 8 Mod Rehab for Single Room Occupancy Dwellings (SRO) Programs.
** Only collected at least once every three months if the period between program entry and exit exceeds three months.

*** Only collected at least once annually if the period between program entry and exit exceeds one year.


Self Sufficiency Matrix Data Collection Requirements

	Data Standard
	Program Applicability
	Subjects
	When Collected

	
	CoC/HUD Comp. Programs HOPWA Homeless Programs
	All Adults
	All Adults w/ at least 1 minor
	Every Program entry/exit & at least once annually

	Income
	X
	X
	
	X

	Employment
	X
	X
	
	X

	Housing
	X
	X
	
	X

	Food
	X
	X
	
	X

	Childcare
	X
	
	X
	X

	Child Education
	X
	
	X
	X

	Adult Education
	X
	X
	
	X

	Legal
	X
	X
	
	X

	Health Care
	X
	X
	
	X

	Life Skills
	X
	X
	
	X

	Mental Health
	X
	X
	
	X

	Substance Abuse
	X
	X
	
	X

	Family Relations
	X
	X
	
	X

	Mobility
	X
	X
	
	X

	Com. Involvement
	X
	X
	
	X

	Safety
	X
	X
	
	X

	Parenting Skills
	X
	
	X
	X

	Credit History
	X
	X
	
	X

	Only collected at least once annually if the period between program entry and exit exceeds one year.


The data fields in which the State of Utah will want to do in depth analysis are Previous Zip Code, First Time Homeless, & Reason for Homelessness.  The State and the Continuum’s will also be doing analysis of the destination after leaving which will need to be recorded for the Annual Homeless Assessment Report (AHAR) and for the Annual Progress Reports (APR)

The following reports will provide the agency information in regards to their data completeness for the AHAR and their APR.

	Report Title
	Report Discription/Purpose

	
	


(Include report titles that are available to Agencies to reconcile Data quality)

Agencies that provide Case Management in their programs and receive funding from the Pamela Atkinson Homeless Trust Fund, Emergency Shelter Grant, or SSO funds from the CoC will be expected to do regular assessments with the Self Sufficiency Matrices (SSM) on participating clients.  The state will be looking at the SSM’s to evaluate the effectiveness of the funded programs.  Also beginning in the year 2010, HUD will be utilizing the SSM assessments for their evaluations on the programs that have received funding.  For this purpose it is extremely important that agencies conduct SSM assessments on their case managed clients every 90 days.

Agencies that provide Domestic Violence Emergency Shelter are prohibited from entering information directly into the MetSYS system because of VAWA (see Federal Register March 16, 2007).  However DV Shelters cooperation in submitting monthly reports to the HMIS (without PPI) for data analysis will benefit them in the participation and prioritization for Continuum of Care Funding and possible state funding.  UHMIS will work with the Department of Children & Family Services in order to acquire state wide information on a quarterly basis.  While Domestic Violence Shelter’s participation in the HMIS Project is voluntary, the following guidelines are set to determine their level of participation within the Project.
Domestic Violence Shelter Participation

· Report Monthly =  Complete Participation

· Report Bi-Monthly = Mid Participation

· Report Quarterly = Minimal Participation

The following are the specific data fields the HMIS Project would like to collect from the DV shelters:

Domestic Violence Reporting Data Fields

· # of TOTAL CLIENTS SERVED

· # of  EMERGENCY SHELTER CLIENTS SERVED

· # of HOUSING CLIENTS SERVED (Includes SPH, TS, etc.)

· # of INDIVIDUALS THAT ENETERED SERVICES within the month

· # of INDIVIDUALS THAT EXITED within the month

· # of SUPPORTIVE SERVICES administered

· Types of services provided, and the number of each (i.e. case management, housing placement, employment assistance, food, transportation, or other)

· # of CLIENTS THAT RECEIVED EACH SERVICE

· How many clients received case management, employment assistance, etc.
· # of HOMELESS CLIENTS

· # of CHRONICALLY HOMELESS CLIENTS

· # of CLIENTS IN EACH AGE RANGE

· 0-18

· 18-22

· 23-29

· 30-39

· 40-49

· 50-59

· 60 +

· CLIENTS ETHNICITY

· # of HISPANIC CLIENTS

· # of NON-HISPANIC CLIENTS

· # of clients with UNKNOWN Ethnicity

· CLIENTS VETERAN STATUS

· # of clients WHO ARE veterans

· # of clients WHO ARE NOT veterans

· # of clients with UNKNOWN veteran status

· CLIENTS DISABILITY

· # of clients WHO ARE disabled

· # of clients WHO ARE NOT disabled

· # of clients with UNKNOWN disability

· CLIENTS EMPLOYMENT STATUS

· # of clients WHO ARE employed

· # of clients WHO ARE NOT employed

· # of clients with UNKNOWN employed

#03-050: Interagency Data Sharing
	POLICY: As a general rule, client sharing is done on a client by client basis.  In certain circumstances, such as that where multiple agencies partner and must submit one APR, interagency data sharing will be set up in limited scope to allow for cross placement.

In order for UHMIS participating agencies to share their program participants PPI with other agencies, they must have a “Client Data Sharing Consent Form” on file.  Agencies must send necessary information to the UHMIS staff in order for access to client information to be given to other specified UHMIS participating agencies.


Explanation:

The UHMIS Privacy and Ethics subcommittee established policy whereby clients are in ultimate control of their data.  No data is ever shared without explicit written consent. 
Procedure:

Agencies needing to coolaborate in UHMIS to produce a common APR or other report, must meet with the UHMIS project team to outline the specific requirements of their grant.  The UHMIS team will set up the appropriate services in MetSYS.
Agencies must obtain and keep on file a valid signed Client Data Sharing Consent Form for every client that is shared.
Sharing PPI within the UHMIS System

1. A UHMIS Participating Agency may only share PPI with other agencies if the program participant has signed a Client Data Sharing Consent Form.  The UHMIS participating agency will be required to keep a copy on file and complete the following:
a. A copy of the Client Data Sharing Consent Form will be sent to UHMIS as an attachment in an email or by fax.
b. UHMIS will not keep track of the client release form, and will be scanned into MetSYS software under the clients record.
c. UHMIS participating agency will also need to send the following information:
i. Agency Name
ii. Name, DOB, and Place of Birth of the Client
iii. Names of the other UHMIS participating agencies in which the program participants’ information will have access.
d. If UHMIS participating agency only sends in the release form without the afore mentioned items:
i. UHMIS will not share the client and the agency will be contacted by UHMIS to obtain the necessary information
ii. If there is no identifying information of the Agency submitting the Client Data Sharing Consent Form, it will be held for two weeks.
1) If during that time the agency doesn’t claim the Client Data Sharing Consent Form then UHMIS will destroy the form.
Section 4:
Security & Compliance Policies
#04-010: System Access Controls
	POLICY: UHMIS Participating Agencies must reasonably secure the system from access from unauthorized users.


Explanation:

UHMIS requires the agency to provide secure environment and procedures in order to have access to the data on the MetSYS software.  It is the agencies responsibility to ensure that their designated users aren’t accessing the system inappropriately.  The agency also needs to ensure that proper security measures have been taken in their physical facility to ensure the data is kept secure. 
Procedure:
Central UHMIS Equipment Access Prevention Mechanism

All computing resources will be protected at all times by a firewall.  User access through the Internet will be controlled at all times.

Physical access to the system data processing areas, equipment and media must be controlled commensurate with the threat and exposure to loss.  Available precautions include equipment enclosures, lockable power switches, equipment identification and fasteners to secure the equipment. 

The UHMIS Management Team will determine the physical access controls appropriate for the organizational setting based on UHMIS security policies, standards and guidelines.  All those granted access to an area or to data are responsible for their actions.  Additionally, if an individual gives access to another person, the authorizing individual is responsible for the other person’s activities.
Workstation Access Controls

Access to the UHMIS will only be allowed from computers specifically identified by the Executive Director and Agency Technical Administrator of the Participating Agency.  Laptops will require an additional security form stating that use will not be for unauthorized purposes from unauthorized locations.  Users utilizing laptops with wireless access capabilities must not access the MetSYS software on an open network.  (i.e. networks that you can access at a hotel, coffee shop, etc)

Access to UHMIS computer workstations should be controlled through physical security measures and/or a password.  Each Agency Technical Administrator will determine the physical access controls appropriate for their organizational setting based on UHMIS security policies, standards and guidelines.  Each workstation should have appropriate and current firewall and virus protection, as specified in SOP 02-040: UHMIS Hardware, Connectivity, and Security Requirements.

#04-020: Data Access Controls
	POLICY: UHMIS Management must reasonably secure the UHMIS data from access from unauthorized users.


Explanation:

UHMIS requires the agency to provide secure environment and procedures in order to have access to the data on the MetSYS software.  It is the agencies responsibility to ensure that their designated users aren’t accessing the system inappropriately.  The agency also needs to ensure that proper security measures have been taken in their physical facility to ensure the data is kept secure. 
Procedure:

User Accounts
Agency Technical Administrators and the UHMIS System Administrator must follow the procedures documented in Section 2 for user account set-up, including verification of eligibility, appropriate training, and establishment of appropriate user type.  Each user’s access to data should be defined by their user type and specific agency data-sharing agreements.  Agency Technical Administrators must regularly review user access privileges and remove identification codes and passwords from their systems when users no longer require access.

Unless otherwise terminated or suspended, a user account is valid for one year.  The user must recertify by completing the appropriate level test to renew their access to the system.  Users may be required to attend supplemental training prior to reauthorization.

The Agency Administrator should notify UHMIS Staff to terminate the rights of a user immediately upon termination from their current position.  The UHMIS Help Desk is responsible for removing users from the system.  If a staff person is to go on leave for a period of longer than 30 days, their account should be temporarily suspended within 5 business days of the start of their leave.

Password Protection and Reset
Users will need to reset their password once they have been set up.  The UHMIS Help Desk will give them the generic password of “Water123” when setting up a new account.  The password needs to be eight to ten characters long and contain a capital and number or symbol.  After a user resets their password, no one should have knowledge of that password – not even UHMIS staff.  

The username is how UHMIS staff track what user is entering or extrapolating data.  It is important that users don’t share their user name or password with anyone because they are ultimately responsible for any activity associated with it.

If at any time a user forgets their password to access the server remotely they can contact UHMIS Help Desk and request that it be reset to the “Water123”.  The system will then automatically prompt them to change their password again.  Once logged on remotely, then you will be able to reset your server password to the same as your remote connection password.  
Temporary Suspension of User Access to Database Resources

System Inactivity: Users must logoff from the UHMIS and workstation if they leave their workstation.  MetSYS (software) will automatically log out a user if there hasn’t been any activity after ten (10) minutes. Therefore, if a user is logged onto a workstation, and the period of inactivity on the workstation exceeds the designated inactivity time period, the user will be automatically logged off of the system.

Unsuccessful logon: If a User unsuccessfully attempts to logon four (4) times, the User ID will be “locked out”, access permission revoked and unable to gain access until their password is reset.  The password will automatically reset after 15 minutes and the user may attempt to log in again.  If the user has forgotten the correct password they will need to call the UHMIS Help desk and have their password reset.  The Help Desk will set the password to “Water123” and the user will be prompted to change their password upon their next login attempt.
Electronic Data Controls

Agency Policies Restricting Access to Data: The Partner Agencies must establish internal access to data protocols based on the final HUD Data and Technical Standards.

Raw Data: Users who have been granted access to the UHMIS Report Writer tool have the ability to download and save client level data onto their local computer.  Once this information has been downloaded from the UHMIS server in raw format to an Agencies computer, this data then becomes the responsibility of the agency. 

Ability to export Agency specific Database from UHMIS:  Partner Agencies will have the ability to export a copy of their own data for internal analysis and use.  Agencies are responsible for the security of this information.

Hard Copy Data Controls
Printed versions (hardcopy) of confidential data should not be copied or left unattended and open to compromise.  Media containing UHMIS client identified data will not be shared with any agency other than the owner of the data for any reason.  UHMIS data may be transported by authorized employees using methods deemed appropriate by the participating agency that meet the above standard.  Reasonable care should be used, and media should be secured when left unattended.  Magnetic media containing UHMIS data which is released and/or disposed of from the participating organization and central server should first be processed to destroy any data residing on that media.  Degaussing and overwriting are acceptable methods of destroying data.  UHMIS information in hardcopy format should be disposed of properly.  This may include shredding finely enough to ensure that the information is unrecoverable.

#04-030: Auditing Policies
	POLICY: UHMIS Management and Agency Technical Administrators will monitor system and database access that could potentially reveal a violation of security protocols.  


Explanation:
The auditing tools are put in place to ensure that Participating agencies and their users are not misusing information or violating any of HUD’s technical standards.
Procedure:
Access Monitoring Plan

The UHMIS application must maintain an audit trail that minimally includes the following data fields:

· user log-in attempts

· user issue log via the feedback manager

Audit records shall be kept at least six months.

The UHMIS Application Administrator must regularly review audit records for evidence of violations or system misuse.  The Agency Program Manager must regularly review these logs for its agency’s users to determine unauthorized or inappropriate access to UHMIS client records.  

All users and custodians are obligated to report suspected instances of noncompliance and/or security violations to an Agency Program Manager or Agency Administrator, the UHMIS System Administrator, and/or the UHMIS Help Desk, as soon as possible.
Client Record Management Monitoring Plan
The UHMIS application must maintain an audit trail that minimally includes the following data fields:

· changes to client identifier data fields

· client program enrollment logs
· Deletion of any client records by user
Audit records shall be kept at least six months.

The Agency Technical Administrator must regularly review these logs for its agency’s client records to determine unauthorized or inappropriate access and/or changes to UHMIS client records.  

All users and custodians are obligated to report suspected instances of noncompliance and/or security violations to an Agency Program Manager or Agency Administrator, the UHMIS System Administrator, and/or the UHMIS Help Desk, as soon as possible.
Violations and Sanctions

All potential violations of any security protocols will be investigated by UHMIS management.  Any user found to be in violation of security protocols will be sanctioned accordingly.  Sanctions include, but are not limited to:

· a formal letter of reprimand;

· suspension of system privileges;

· revocation of system privileges; and

· Termination of employment and criminal prosecution.

A Partner Agency’s access may also be suspended or revoked if serious or repeated violation(s) of the SOPs occur by Agency users.  All UHMIS sanctions will be imposed by a team comprised of a UHMIS Steering Committee’s Executive Committee, a UHMIS MANAGING AGENCY representative, the Continuum Director.  UHMIS Sanctions can be appealed to a team comprised of the UHMIS MANAGING AGENCY Commissioner, the UHMIS Management, and the Continuum Governing Board Co-Chairs.  Employment and/or criminal prosecution sanctions will be recommended and/or imposed by a The UHMIS Steering Committee and the UHMIS Lead Agency, and the City or State Law Department.
Section 5:
Internal Operating Procedures
#05-010: System Availability
	POLICY: Agencies will have access to the system twenty four (24) hours a day seven (7) days a week as most agencies have varying hours of operations.


Explanation:
Because most agencies operate at all different hours, users will have access to the system twenty four hours a day seven days a week to ensure the tracking of clients can be done in a timely manner.
Procedure:
System Availability and Back-up

The UHMIS software is accessible to all users throughout the day.  MetSYS will conduct nightly backups of the data at 3:00 am Mt. Standard Time.  During this time users will not be able to access the system.  This time was chosen as there is limited or no access by users.

UHMIS Management Team Availability

The UHMIS team is available during the week for specific troubleshooting needs with the software or questions about the overall UHMIS project.  The hours will be Monday through Thursday 7:30am – 5:30pm mountain standard time.  The UHMIS team will also take calls on an emergency basis on Fridays.
The best way to get a hold of the UHMIS Help Desk is to email your specific issue to uhmishelpdesk@utah.gov.  The UHMIS team will then be able to address you issue and track it’s progress within a timely manner. 

Unplanned Interruption to Service

If there is a need to make the system inaccessible during primary operating hours the UHMIS team will send out an email to users to inform them of the time of the update, and the expected time in which the system will be inaccessible.  

When an event occurs that makes the system inaccessible and the interruption is expected to exceed two hours, the UHMIS team will make a determination to switch service to the secondary server. At this point, users will be able to resume operation.  During the next full backup process, UHMIS Management Team will restore the primary server with the real-time data from the secondary server, at which point operations can resume on the primary server.

#05-020: Technical Support
	POLICY: The UHMIS Management team will offer standard technical support services to all Partner Agencies and users.


Explanation:
Agencies will be able to submit requests for technical support via email or through the Feedback Manager within the software.  The UHMIS will provide technical support and work with the MetSYS to trouble shoot issues that the team isn’t able address immediately.
Procedure:
Technical Support Resolution Procedure – Use of the UHMIS Application
If users run into an unanticipated technical support questions on the use of the UHMIS application, users should follow the following procedure to resolve their questions.

During normal UHMIS Operating business hours:

· Utilize on-line help resources and/or training materials.
· If question is still unresolved, direct the technical support question to the Agency’s Program Manager
· If question is still unresolved, the Agency Program Manager can further direct the question to the UHMIS Help Desk.
· If question is still unresolved, the UHMIS System Administrator can further direct the question to MetSYS technical support staff.
After normal UHMIS Operating business of hours:

· Utilize on-line help resources and/or training materials.
· If issue can wait to be addressed during the following business day, please wait and follow the escalation procedure outlined above.
· If the issue is urgent, then direct the technical support question to the Agency Program Manager, if available.
· If the Program Manager is unavailable or is the question is still unresolved, contact the UHMIS Help Desk (801-000-0000) to determine the appropriate procedure.  If the City’s Help Desk determines that the issue needs immediate attention, the request will be forwarded to appropriate MetSYS technical support.  Otherwise, the UHMIS Help Desk may indicate that the user should pursue assistance through normal channels on the following business day.
Technical Support Resolution Procedure- Access to the UHMIS Application or Database

If a user experiences an unplanned interruption to UHMIS operation, users should follow the following procedure to notify the UHMIS management and/or understand the status of operations.

During normal UHMIS Operating business hours:

· Contact your Agencies Program Manager, who should immediately check the status of the agency’s ISP (Internet Connection).

· If the system outage is unrelated to the Agencies internet connection, the Agency Program Manager should contact UHMIS Help Desk to immediately report the interruption.

· The Agency Program Manager should communicate the results of the status update to all agency users who may attempt to use the UHMIS application during the period of interruption.
· At all times, the UHMIS Help Desk will provide a central clearinghouse of information about all system interruptions.
After normal UHMIS Operating business of hours:
· Attempt to determine if the interruption is related to the agency’s internet connection (for instance, try to access another site on the internet.)  If the issue is related to the Agency’s internet connectivity, contact the Agency’s technical support.

· If the system outage is unrelated to the agency’s internet connectivity, the user should contact the UHMIS Help Desk to immediately report the interruption.

· The user should attempt to communicate the results of the status update to other agency users who may attempt to use the UHMIS application during the period of interruption.
#05-030: Agency Grievance Procedure
	POLICY: Any complaint by user or Agency Administrator concerning any aspect of the UHMIS Project, other than staff conduct will be able to submit a grievance form to the UHMIS Steering Committee.  The Steering Committee will then address the issue and address it as a Committee.  If a user or administrator has a complaint regarding the conduct of UHMIS Project staff they will be able to submit a compliant to the State Department of Community and Culture: 


Explanation:
Procedure:
UHMIS Standard Operating Policies & Procedures
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